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The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.


Version



	9.0	42
	9.1	40
	9.2	40
	9.3	24
	9.4	24


The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.

Remediation



	Official Fix	132
	Temporary Fix	0
	Workaround	0
	Unavailable	0
	Not Defined	54


The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.

Exploitability



	High	0
	Functional	0
	Proof-of-Concept	0
	Unproven	0
	Not Defined	186


The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.


Access Vector



	Not Defined	0
	Physical	0
	Local	4
	Adjacent	0
	Network	182


The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.

Authentication



	Not Defined	0
	High	0
	Low	8
	None	178


The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.

User Interaction



	Not Defined	0
	Required	150
	None	36


The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.


C3BM Index



The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.


CVSSv3 Base



	≤1	0
	≤2	0
	≤3	0
	≤4	12
	≤5	10
	≤6	14
	≤7	88
	≤8	62
	≤9	0
	≤10	0


The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.

CVSSv3 Temp



	≤1	0
	≤2	0
	≤3	0
	≤4	12
	≤5	10
	≤6	16
	≤7	88
	≤8	60
	≤9	0
	≤10	0


The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.


VulDB



	≤1	0
	≤2	0
	≤3	0
	≤4	2
	≤5	38
	≤6	24
	≤7	110
	≤8	12
	≤9	0
	≤10	0


The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.

NVD



	≤1	0
	≤2	0
	≤3	0
	≤4	12
	≤5	2
	≤6	6
	≤7	2
	≤8	100
	≤9	14
	≤10	36


The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.

CNA



	≤1	0
	≤2	0
	≤3	0
	≤4	6
	≤5	0
	≤6	0
	≤7	0
	≤8	10
	≤9	0
	≤10	0


The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.

Vendor



	≤1	0
	≤2	0
	≤3	0
	≤4	0
	≤5	0
	≤6	0
	≤7	0
	≤8	0
	≤9	0
	≤10	0


The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.

Research



	≤1	0
	≤2	0
	≤3	0
	≤4	0
	≤5	0
	≤6	0
	≤7	0
	≤8	0
	≤9	0
	≤10	0


The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.


Exploit 0-day



	<1k	22
	<2k	74
	<5k	90
	<10k	0
	<25k	0
	<50k	0
	<100k	0
	≥100k	0


The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.

Exploit Today



	<1k	174
	<2k	12
	<5k	0
	<10k	0
	<25k	0
	<50k	0
	<100k	0
	≥100k	0


The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.


Exploit Market Volume



The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.


🔴 CTI Activities

The data in this chart does not reflect real data. It is dummy data, distorted and not usable in any way. You need an additional purchase to unlock this view to get access to more details of real data.




Affected Versions (52): 3.0, 3.1, 3.2, 3.3, 4.0, 8.3, 8.3.1, 8.3.2, 8.3.3, 8.3.4, 8.3.5, 8.3.6, 8.3.7, 8.3.8, 8.3.9, 8.3.11, 9.0, 9.1, 9.1.5096, 9.2, 9.2.0.9297, 9.3, 9.3.10826, 9.4, 9.4.1, 9.4.1.16828, 9.5, 9.5.0.20723, 9.5.0.20732, 9.6, 9.6.0.25114, 9.7,  9.7, 9.7.0.29478, 9.7.1,  9.7.1, 9.7.1.29511, 9.7.2,  9.7.2, 9.7.2.29539, 9.7.3,  9.7.3, 9.7.4,  9.7.4, 10.0, 10.0.0.35798, 10.1, 10.1.0.37527, 10.1.1, 10.1.2, 10.1.3, 10.1.3.37598
Link to Product Website: https://www.foxitsoftware.com/
Software Type: Document Reader Software
	Published	Base	Temp	Vulnerability	0day	Today	Exp	Rem	CTI	CVE
	08/29/2022	4.3	4.2	Foxit PDF Reader/PhantomPDF Compressed Object Parser cryptographic issues	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2022-25641
	08/29/2022	7.0	6.9	Foxit PDF Reader/PDF Editor/PhantomPDF Javascript use after free	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-41785
	08/29/2022	7.0	6.9	Foxit PDF Reader/PDF Editor/PhantomPDF Javascript use after free	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-41784
	08/29/2022	7.0	6.9	Foxit PDF Reader/PDF Editor/PhantomPDF Javascript use after free	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-41783
	08/29/2022	7.0	6.9	Foxit PDF Reader/PDF Editor/PhantomPDF Javascript use after free	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-41782
	08/29/2022	7.0	6.9	Foxit PDF Reader/PDF Editor/PhantomPDF Javascript use after free	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-41781
	08/29/2022	7.0	6.9	Foxit PDF Reader/PDF Editor/PhantomPDF use after free	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-41780
	08/29/2022	5.5	5.4	Foxit PDF Reader/PDF Editor/PhantomPDF Signed Document signature verification	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-40326
	03/11/2022	4.3	4.1	Foxit PDF Reader/PhantomPDF PDF Parser null pointer dereference	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2022-25108
	08/12/2021	8.0	7.7	Foxit Reader/PhantomPDF Office Document out-of-bounds write	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-33793
	08/12/2021	8.0	7.7	Foxit Reader/PhantomPDF sql injection	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-38574
	08/12/2021	8.0	7.7	Foxit Reader/PhantomPDF Pathname CombineFiles Remote Code Execution	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-38573
	08/12/2021	7.6	7.3	Foxit Reader/PhantomPDF Pathname extractPages unknown vulnerability	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-38572
	08/12/2021	7.0	6.7	Foxit Reader/PhantomPDF uncontrolled search path	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-38571
	08/12/2021	7.2	6.9	Foxit PhantomPDF/Reader Installation symlink	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-38570
	08/12/2021	5.9	5.6	Foxit PhantomPDF/Reader XFA Form infinite loop	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-38569
	08/12/2021	8.0	7.7	Foxit PhantomPDF/Reader PDF Document memory corruption	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-38568
	08/12/2021	7.7	7.3	Foxit Reader/PhantomPDF XFA Form Remote Code Execution	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-33794
	07/10/2021	5.2	5.0	Foxit Reader/PhantomPDF PDF Document certificate validation	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-33795
	07/10/2021	7.0	6.7	Foxit Reader/PhantomPDF Trailer Dictionary out-of-bounds write	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-33792
	06/17/2021	6.3	6.3	Foxit PhantomPDF XFA Template type confusion	$0-$5k	$0-$5k	Not Defined	Not Defined	0.00	CVE-2021-31476
	03/30/2021	7.0	7.0	Foxit PhantomPDF U3D Object memory corruption	$0-$5k	$0-$5k	Not Defined	Not Defined	0.00	CVE-2021-27271
	03/30/2021	7.0	7.0	Foxit PhantomPDF JPEG2000 Images out-of-bounds	$0-$5k	$0-$5k	Not Defined	Not Defined	0.00	CVE-2021-27270
	03/30/2021	7.0	7.0	Foxit PhantomPDF U3D Object out-of-bounds write	$0-$5k	$0-$5k	Not Defined	Not Defined	0.00	CVE-2021-27269
	03/30/2021	7.0	7.0	Foxit PhantomPDF U3D Object use after free	$0-$5k	$0-$5k	Not Defined	Not Defined	0.00	CVE-2021-27268
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🔒 Login Required
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See the underground prices here!
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