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Version



	1.11	8
	1.0	7
	1.1	7
	1.2	7
	1.3	7


Contre-mesures



	Official Fix	30
	Temporary Fix	0
	Workaround	0
	Unavailable	0
	Not Defined	9


Exploitabilité



	High	0
	Functional	0
	Proof-of-Concept	4
	Unproven	0
	Not Defined	35



Vecteur d'accès



	Not Defined	0
	Physical	0
	Local	13
	Adjacent	5
	Network	21


Authentification



	Not Defined	0
	High	0
	Low	6
	None	33


Interaction de l'utilisateur



	Not Defined	0
	Required	17
	None	22



C3BM Index




CVSSv3 Base



	≤1	0
	≤2	0
	≤3	0
	≤4	1
	≤5	5
	≤6	15
	≤7	9
	≤8	7
	≤9	1
	≤10	1


CVSSv3 Temp



	≤1	0
	≤2	0
	≤3	0
	≤4	1
	≤5	5
	≤6	16
	≤7	10
	≤8	5
	≤9	1
	≤10	1



VulDB



	≤1	0
	≤2	0
	≤3	0
	≤4	6
	≤5	2
	≤6	19
	≤7	3
	≤8	8
	≤9	0
	≤10	1


NVD



	≤1	0
	≤2	0
	≤3	0
	≤4	0
	≤5	0
	≤6	18
	≤7	0
	≤8	15
	≤9	0
	≤10	1


CNA



	≤1	0
	≤2	0
	≤3	0
	≤4	0
	≤5	0
	≤6	0
	≤7	0
	≤8	1
	≤9	1
	≤10	0


Fournisseur



	≤1	0
	≤2	0
	≤3	0
	≤4	0
	≤5	0
	≤6	0
	≤7	0
	≤8	0
	≤9	0
	≤10	0


Research



	≤1	0
	≤2	0
	≤3	0
	≤4	0
	≤5	0
	≤6	0
	≤7	0
	≤8	0
	≤9	0
	≤10	0



Exploiter 0 jour



	<1k	14
	<2k	16
	<5k	9
	<10k	0
	<25k	0
	<50k	0
	<100k	0
	≥100k	0


Exploiter aujourd'hui



	<1k	38
	<2k	1
	<5k	0
	<10k	0
	<25k	0
	<50k	0
	<100k	0
	≥100k	0
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Affected Versions (24): 1.0, 1.1, 1.2, 1.3, 1.4, 1.5, 1.6, 1.7, 1.8, 1.9, 1.10, 1.10a, 1.11, 1.12, 1.13, 1.14, 1.15, 1.16, 1.17, 1.17.0-rc1, 1.18, 1.18.1, 1.19, 2008.09.02
Link to Product Website: https://artifex.com/
Type de logiciel: Document Reader Software
	Publié	Base	Temp	Vulnérabilité	0day	Aujourd'hui	Exp	Con	CTI	CVE
	23/08/2023	4.5	4.5	Artifex MuPDF pdf-font-add.c dénie de service	$0-$5k	$0-$5k	Not Defined	Not Defined	0.00	CVE-2020-26683
	23/08/2023	4.9	4.9	Artifex MuPDF PDF File svg-device.c svg_dev_text_span_as_paths_defs dénie de service	$0-$5k	$0-$5k	Not Defined	Not Defined	0.00	CVE-2020-21896
	27/08/2022	4.9	4.8	Artifex Mupdf muraster.c dénie de service	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-4216
	22/07/2021	5.5	5.3	Artifex MuPDF Cached Color Converter buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-37220
	22/07/2021	3.5	3.4	Artifex MuPDF TIFF File tiff_expand_colormap dénie de service	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2020-19609
	24/02/2021	5.5	5.5	Artifex MuPDF buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-3407
	10/12/2020	5.5	5.5	Artifex MuPDF newband_writer buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2020-16600
	02/10/2020	5.4	5.4	Artifex MuPDF pixmap.c buffer overflow	$0-$5k	$0-$5k	Not Defined	Not Defined	0.00	CVE-2020-26519
	14/08/2019	6.2	6.1	Artifex MuPDF string.c fz_chartorune divulgation de l'information	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2019-14975
	04/07/2019	7.5	7.5	Artifex MuPDF list-device.c fz_append_display_node buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.02	CVE-2019-13290


29 plus d'entrées ne sont pas affichées
🔒 Login Required
You need to signup and login to see more of the remaining 29 results.

plus d'entrées par Artifex

◂ PrécédentAperçuSuivant ▸
Do you know our Splunk app?
Download it now for free!
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