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Chronologie


L'année dernière



Version



	11.0.0.49893	22
	11.2.1.53537	19
	11.1.0.52543	18
	9.1.0.5096	18
	11.0	10


Contre-mesures



	Official Fix	165
	Temporary Fix	0
	Workaround	0
	Unavailable	0
	Not Defined	37


Exploitabilité



	High	0
	Functional	0
	Proof-of-Concept	2
	Unproven	0
	Not Defined	200



Vecteur d'accès



	Not Defined	0
	Physical	0
	Local	3
	Adjacent	3
	Network	196


Authentification



	Not Defined	0
	High	0
	Low	6
	None	196


Interaction de l'utilisateur



	Not Defined	0
	Required	194
	None	8



C3BM Index



L'année dernière




CVSSv3 Base



	≤1	0
	≤2	0
	≤3	1
	≤4	5
	≤5	35
	≤6	9
	≤7	101
	≤8	51
	≤9	0
	≤10	0


CVSSv3 Temp



	≤1	0
	≤2	0
	≤3	1
	≤4	5
	≤5	36
	≤6	46
	≤7	64
	≤8	50
	≤9	0
	≤10	0



VulDB



	≤1	0
	≤2	0
	≤3	1
	≤4	1
	≤5	44
	≤6	5
	≤7	151
	≤8	0
	≤9	0
	≤10	0


NVD



	≤1	0
	≤2	0
	≤3	0
	≤4	4
	≤5	0
	≤6	2
	≤7	2
	≤8	76
	≤9	9
	≤10	0


CNA



	≤1	0
	≤2	0
	≤3	1
	≤4	6
	≤5	0
	≤6	0
	≤7	3
	≤8	48
	≤9	12
	≤10	0


Fournisseur



	≤1	0
	≤2	0
	≤3	0
	≤4	0
	≤5	0
	≤6	0
	≤7	0
	≤8	0
	≤9	0
	≤10	0


Research



	≤1	0
	≤2	0
	≤3	0
	≤4	0
	≤5	0
	≤6	0
	≤7	0
	≤8	0
	≤9	0
	≤10	0



Exploiter 0 jour



	<1k	11
	<2k	108
	<5k	83
	<10k	0
	<25k	0
	<50k	0
	<100k	0
	≥100k	0


Exploiter aujourd'hui



	<1k	177
	<2k	16
	<5k	9
	<10k	0
	<25k	0
	<50k	0
	<100k	0
	≥100k	0



Exploiter le volume du marché



L'année dernière




🔴 CTI Activités




Affected Versions (29): 2.0, 2.2.0.0616, 5.0, 5.1, 5.2, 5.3, 9.0.1.1049, 9.1.0.5096, 9.2.0.9297, 9.4.1.16828, 9.7.0.29435, 10.1.0.37527, 10.1.3.37598, 10.1.4.37651, 11.0, 11.0.0.49892, 11.0.0.49893, 11.0.1.0719, 11.1, 11.1.0.52543, 11.2, 11.2.1, 11.2.1.53537, 11.2.2.53575, 12.0, 12.0.1.1243, 12.0.2.12465, 12.1.1.15289, 12.1.2.15332
Link to Product Website: https://www.foxitsoftware.com/
Type de logiciel: Document Reader Software
	Publié	Base	Temp	Vulnérabilité	0day	Aujourd'hui	Exp	Con	CTI	CVE
	21/12/2023	4.3	4.1	Foxit PDF Reader PDF File Parser divulgation de l'information	$0-$5k	$0-$5k	Not Defined	Official Fix	0.03	CVE-2023-51561
	21/12/2023	4.3	4.1	Foxit PDF Reader combobox divulgation de l'information	$0-$5k	$0-$5k	Not Defined	Official Fix	0.02	CVE-2023-51550
	21/12/2023	4.3	4.1	Foxit PDF Reader Signature buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.05	CVE-2023-51554
	21/12/2023	6.3	6.0	Foxit PDF Reader Bookmark divulgation de l'information	$0-$5k	$0-$5k	Not Defined	Official Fix	0.05	CVE-2023-51553
	21/12/2023	6.3	6.0	Foxit PDF Reader Doc divulgation de l'information	$0-$5k	$0-$5k	Not Defined	Official Fix	0.02	CVE-2023-51555
	21/12/2023	6.3	6.0	Foxit PDF Reader AcroForm Doc divulgation de l'information	$0-$5k	$0-$5k	Not Defined	Official Fix	0.04	CVE-2023-51558
	21/12/2023	6.3	6.0	Foxit PDF Reader AcroForm divulgation de l'information	$0-$5k	$0-$5k	Not Defined	Official Fix	0.03	CVE-2023-51562
	21/12/2023	6.3	6.0	Foxit PDF Reader AcroForm Doc Object buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.03	CVE-2023-51549
	21/12/2023	6.3	6.0	Foxit PDF Reader AcroForm Signature buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.02	CVE-2023-51552
	21/12/2023	6.3	6.0	Foxit PDF Reader AcroForm Doc buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.04	CVE-2023-51556
	21/12/2023	6.3	6.0	Foxit PDF Reader AcroForm Doc buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.03	CVE-2023-51557
	21/12/2023	6.3	6.0	Foxit PDF Reader Doc divulgation de l'information	$0-$5k	$0-$5k	Not Defined	Official Fix	0.05	CVE-2023-51559
	21/12/2023	6.3	6.0	Foxit PDF Reader AcroForm Signature buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.02	CVE-2023-51551
	21/12/2023	6.3	6.0	Foxit PDF Reader Annotation elévation de privilèges	$0-$5k	$0-$5k	Not Defined	Official Fix	0.02	CVE-2023-51560
	13/09/2023	6.3	6.0	Foxit PDF Reader PDF File Parser buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2023-42096
	13/09/2023	4.3	4.1	Foxit PDF Reader Templates buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.03	CVE-2023-42089
	13/09/2023	6.3	6.0	Foxit PDF Reader XFA Doc Object buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2023-42091
	13/09/2023	6.3	6.0	Foxit PDF Reader Doc Object buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.02	CVE-2023-42092
	13/09/2023	4.3	4.1	Foxit PDF Reader XFA Doc Object divulgation de l'information	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2023-42090
	13/09/2023	6.3	6.0	Foxit PDF Reader Annotation buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.02	CVE-2023-42094
	13/09/2023	4.3	4.1	Foxit PDF Reader Annotation buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2023-42093
	13/09/2023	4.3	4.1	Foxit PDF Reader AcroForm divulgation de l'information	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2023-42095
	13/09/2023	4.3	4.1	Foxit PDF Reader Annotation divulgation de l'information	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2023-42098
	13/09/2023	6.3	6.0	Foxit PDF Reader Annotation buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.02	CVE-2023-42097
	11/08/2023	4.3	4.3	Foxit PDF Reader browseForDoc buffer overflow	$0-$5k	$0-$5k	Not Defined	Not Defined	0.00	CVE-2020-35990


177 plus d'entrées ne sont pas affichées
🔒 Login Required
You need to signup and login to see more of the remaining 177 results.

plus d'entrées par Foxit

◂ PrécédentAperçuSuivant ▸
Might our Artificial Intelligence support you?
Check our Alexa App!
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