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Version



	9.0	40
	9.1	40
	9.2	38
	9.3	24
	9.4	24


Contre-mesures



	Official Fix	136
	Temporary Fix	0
	Workaround	0
	Unavailable	0
	Not Defined	50


Exploitabilité



	High	0
	Functional	0
	Proof-of-Concept	0
	Unproven	0
	Not Defined	186



Vecteur d'accès



	Not Defined	0
	Physical	0
	Local	4
	Adjacent	2
	Network	180


Authentification



	Not Defined	0
	High	0
	Low	12
	None	174


Interaction de l'utilisateur



	Not Defined	0
	Required	152
	None	34



C3BM Index




CVSSv3 Base



	≤1	0
	≤2	0
	≤3	0
	≤4	12
	≤5	12
	≤6	28
	≤7	74
	≤8	58
	≤9	2
	≤10	0


CVSSv3 Temp



	≤1	0
	≤2	0
	≤3	0
	≤4	12
	≤5	12
	≤6	28
	≤7	76
	≤8	56
	≤9	2
	≤10	0



VulDB



	≤1	0
	≤2	0
	≤3	0
	≤4	2
	≤5	46
	≤6	22
	≤7	104
	≤8	10
	≤9	2
	≤10	0


NVD



	≤1	0
	≤2	0
	≤3	0
	≤4	12
	≤5	4
	≤6	12
	≤7	4
	≤8	98
	≤9	14
	≤10	30


CNA



	≤1	0
	≤2	0
	≤3	0
	≤4	4
	≤5	0
	≤6	0
	≤7	0
	≤8	8
	≤9	0
	≤10	0


Fournisseur



	≤1	0
	≤2	0
	≤3	0
	≤4	0
	≤5	0
	≤6	0
	≤7	0
	≤8	0
	≤9	0
	≤10	0


Research



	≤1	0
	≤2	0
	≤3	0
	≤4	0
	≤5	0
	≤6	0
	≤7	0
	≤8	0
	≤9	0
	≤10	0



Exploiter 0 jour



	<1k	24
	<2k	70
	<5k	92
	<10k	0
	<25k	0
	<50k	0
	<100k	0
	≥100k	0


Exploiter aujourd'hui



	<1k	174
	<2k	12
	<5k	0
	<10k	0
	<25k	0
	<50k	0
	<100k	0
	≥100k	0
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🔴 CTI Activités




Affected Versions (52): 3.0, 3.1, 3.2, 3.3, 4.0, 8.3, 8.3.1, 8.3.2, 8.3.3, 8.3.4, 8.3.5, 8.3.6, 8.3.7, 8.3.8, 8.3.9, 8.3.11, 9.0, 9.1, 9.1.5096, 9.2, 9.2.0.9297, 9.3, 9.3.10826, 9.4, 9.4.1, 9.4.1.16828, 9.5, 9.5.0.20723, 9.5.0.20732, 9.6, 9.6.0.25114, 9.7,  9.7, 9.7.0.29478, 9.7.1,  9.7.1, 9.7.1.29511, 9.7.2,  9.7.2, 9.7.2.29539, 9.7.3,  9.7.3, 9.7.4,  9.7.4, 10.0, 10.0.0.35798, 10.1, 10.1.0.37527, 10.1.1, 10.1.2, 10.1.3, 10.1.3.37598
Link to Product Website: https://www.foxitsoftware.com/
Type de logiciel: Document Reader Software
	Publié	Base	Temp	Vulnérabilité	0day	Aujourd'hui	Exp	Con	CTI	CVE
	29/08/2022	4.3	4.2	Foxit PDF Reader/PhantomPDF Compressed Object Parser chiffrement faible	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2022-25641
	29/08/2022	7.0	6.9	Foxit PDF Reader/PDF Editor/PhantomPDF Javascript buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-41785
	29/08/2022	7.0	6.9	Foxit PDF Reader/PDF Editor/PhantomPDF Javascript buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.03	CVE-2021-41784
	29/08/2022	7.0	6.9	Foxit PDF Reader/PDF Editor/PhantomPDF Javascript buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-41783
	29/08/2022	7.0	6.9	Foxit PDF Reader/PDF Editor/PhantomPDF Javascript buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-41782
	29/08/2022	7.0	6.9	Foxit PDF Reader/PDF Editor/PhantomPDF Javascript buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-41781
	29/08/2022	7.0	6.9	Foxit PDF Reader/PDF Editor/PhantomPDF buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-41780
	29/08/2022	5.5	5.4	Foxit PDF Reader/PDF Editor/PhantomPDF Signed Document authentification faible	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-40326
	11/03/2022	4.3	4.1	Foxit PDF Reader/PhantomPDF PDF Parser dénie de service	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2022-25108
	12/08/2021	8.0	7.7	Foxit Reader/PhantomPDF Office Document buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-33793
	12/08/2021	8.0	7.7	Foxit Reader/PhantomPDF sql injection	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-38574
	12/08/2021	8.0	7.7	Foxit Reader/PhantomPDF Pathname CombineFiles Remote Code Execution	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-38573
	12/08/2021	7.6	7.3	Foxit Reader/PhantomPDF Pathname extractPages vulnérabilité inconnue	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-38572
	12/08/2021	7.0	6.7	Foxit Reader/PhantomPDF elévation de privilèges	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-38571
	12/08/2021	7.2	6.9	Foxit PhantomPDF/Reader Installation elévation de privilèges	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-38570
	12/08/2021	5.9	5.6	Foxit PhantomPDF/Reader XFA Form dénie de service	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-38569
	12/08/2021	8.0	7.7	Foxit PhantomPDF/Reader PDF Document buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-38568
	12/08/2021	7.7	7.3	Foxit Reader/PhantomPDF XFA Form Remote Code Execution	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-33794
	10/07/2021	5.2	5.0	Foxit Reader/PhantomPDF PDF Document authentification faible	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-33795
	10/07/2021	7.0	6.7	Foxit Reader/PhantomPDF Trailer Dictionary buffer overflow	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	CVE-2021-33792
	17/06/2021	6.3	6.3	Foxit PhantomPDF XFA Template elévation de privilèges	$0-$5k	$0-$5k	Not Defined	Not Defined	0.00	CVE-2021-31476
	30/03/2021	7.0	7.0	Foxit PhantomPDF U3D Object buffer overflow	$0-$5k	$0-$5k	Not Defined	Not Defined	0.00	CVE-2021-27271
	30/03/2021	7.0	7.0	Foxit PhantomPDF JPEG2000 Images divulgation de l'information	$0-$5k	$0-$5k	Not Defined	Not Defined	0.00	CVE-2021-27270
	30/03/2021	7.0	7.0	Foxit PhantomPDF U3D Object buffer overflow	$0-$5k	$0-$5k	Not Defined	Not Defined	0.00	CVE-2021-27269
	30/03/2021	7.0	7.0	Foxit PhantomPDF U3D Object buffer overflow	$0-$5k	$0-$5k	Not Defined	Not Defined	0.00	CVE-2021-27268
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