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IOB - Indicator of Behavior (365)
Curso de tempo




Idioma



	en	224
	fr	52
	de	32
	es	24
	ja	16


País



	de	318
	us	36
	cn	2
	ru	2


Actores



	PDFpower	7
	SystemBC	1
	Alien	1



Actividades


Interesse
Curso de tempo




Tipo



	Not Defined	158
	Operating System	30
	Content Management System	20
	Programming Language Software	16
	Router Operating System	14


Fabricante



	Not Defined	122
	Microsoft	38
	Apache	10
	SourceCodester	8
	Oracle	8


Produto



	Microsoft Windows	22
	Microsoft IIS	8
	Linux Kernel	8
	 WordPress	4
	Apache Tomcat	4



Vulnerabilidades
	#	Vulnerabilidade	Base	Temp	0day	Hoje	Exp	Mas	CTI	EPSS	CVE
	1	JiangMin Antivirus IOCTL kvcore.sys 0x222000 Negação de Serviço	5.5	5.3	$0-$5k	$0-$5k	Proof-of-Concept	Not Defined	0.07	0.00042	CVE-2023-1630
	2	RockOA acloudCosAction.php.SQL runAction direitos alargados	7.1	6.9	$0-$5k	$0-$5k	Proof-of-Concept	Not Defined	0.03	0.00075	CVE-2023-1501
	3	Artis.imag Basilic index.php Injecção SQL	7.3	7.3	$0-$5k	$0-$5k	High	Unavailable	0.02	0.00093	CVE-2009-2881
	4	ThinVNC Directório Traversal	7.5	7.5	$0-$5k	$0-$5k	Not Defined	Not Defined	0.02	0.64941	CVE-2019-17662
	5	Microsoft Internet Explorer Table Xvoice.dll Excesso de tampão	6.3	5.9	$25k-$100k	$0-$5k	Functional	Official Fix	0.02	0.96188	CVE-2007-2222
	6	OpenResty ngx.req.get_post_args Injecção SQL	8.5	8.2	$0-$5k	$0-$5k	Not Defined	Official Fix	0.02	0.00637	CVE-2018-9230
	7	Microsoft Windows Agent Activation Runtime Divulgação de Informação	5.1	4.9	$25k-$100k	$0-$5k	Not Defined	Official Fix	0.03	0.00043	CVE-2020-1391
	8	Apache HTTP Server mod_cache Negação de Serviço	5.3	4.6	$5k-$25k	$0-$5k	Unproven	Official Fix	0.01	0.04147	CVE-2013-4352
	9	Freebox Server OS Web Interface DNS Rebinding direitos alargados	8.3	8.0	$0-$5k	$0-$5k	Not Defined	Official Fix	0.00	0.00262	CVE-2020-24377
	10	Gempar Script Toko Online shop_display_products.php Injecção SQL	7.3	6.9	$0-$5k	$0-$5k	Proof-of-Concept	Not Defined	0.04	0.00100	CVE-2009-0296
	11	Campcodes Online Traffic Offense Management System view_details.php Injecção SQL	6.3	5.7	$0-$5k	$0-$5k	Proof-of-Concept	Not Defined	0.07	0.00063	CVE-2023-2075
	12	TrueConf Server Reflected Roteiro Cruzado de Sítios	4.1	4.0	$0-$5k	$0-$5k	Proof-of-Concept	Official Fix	0.03	0.00065	CVE-2017-20116
	13	Portábilis i-Educar HTTP GET Request agenda_imprimir.php Roteiro Cruzado de Sítios	4.1	4.0	$0-$5k	$0-$5k	Proof-of-Concept	Not Defined	0.03	0.00045	CVE-2023-5578
	14	SourceCodester Theme Park Ticketing System GET Parameter print_ticket.php Injecção SQL	7.5	7.3	$0-$5k	$0-$5k	Proof-of-Concept	Not Defined	0.10	0.00063	CVE-2023-2865
	15	SourceCodester Online Student Management System edit-class-detail.php Injecção SQL	7.5	7.3	$0-$5k	$0-$5k	Proof-of-Concept	Not Defined	0.07	0.00132	CVE-2023-1099
	16	XAMPP Installer direitos alargados	6.8	6.6	$0-$5k	$0-$5k	Not Defined	Not Defined	0.07	0.00080	CVE-2017-20018
	17	uTorrent Guest Account direitos alargados	7.1	7.0	$0-$5k	$0-$5k	Functional	Official Fix	0.06	0.00266	CVE-2018-25044
	18	meitar Inline Google Spreadsheet Viewer Plugin inline-gdocs-viewer.php displayShortcode Falsificação de Pedido Cross Site	5.8	5.7	$0-$5k	$0-$5k	Not Defined	Official Fix	0.03	0.00054	CVE-2015-10108
	19	Xintian Smart Table Integrated Management System Added Site Page AddUpdateSites.aspx Injecção SQL	7.1	6.9	$0-$5k	$0-$5k	Proof-of-Concept	Not Defined	0.07	0.00061	CVE-2023-4867
	20	SourceCodester Online Computer and Laptop Store Roteiro Cruzado de Sítios	3.6	3.6	$0-$5k	$0-$5k	Proof-of-Concept	Not Defined	0.05	0.00070	CVE-2023-1857


IOC - Indicator of Compromise (11)
These indicators of compromise highlight associated network ressources which are known to be part of research and attack activities.
	ID	Endereço IP	Hostname	Actor	Campanhas	Identified	Tipo	Aceitação
	1	3.209.53.249	ec2-3-209-53-249.compute-1.amazonaws.com	PDFpower		29/10/2023	verified	Médio
	2	5.161.217.107	static.107.217.161.5.clients.your-server.de	PDFpower		29/10/2023	verified	Alto
	3	45.55.57.132		PDFpower		29/10/2023	verified	Alto
	4	XX.XX.XX.XX	xx.xx.xx.xx.xxxxxxxxxxxxxxxx.xxx	Xxxxxxxx		29/10/2023	verified	Alto
	5	XX.XX.XXX.XXX	xxxxxx-xxx.xxxxxxx.xxxxxx.xxx	Xxxxxxxx		29/10/2023	verified	Alto
	6	XX.X.XX.XXX	xxx-xx-x-xx-xxx.xxxxxxx-x.xxxxxxxxx.xxx	Xxxxxxxx		29/10/2023	verified	Médio
	7	XXX.XXX.XX.XXX		Xxxxxxxx		29/10/2023	verified	Alto
	8	XXX.XX.XXX.XX	xxxx-xx-xx.xxxxxxxx.xxx	Xxxxxxxx		29/10/2023	verified	Alto
	9	XXX.XXX.XX.XX	xxxx.xxxxxxxxxxxxx.xx	Xxxxxxxx		29/10/2023	verified	Alto
	10	XXX.XXX.XXX.XX	xxxxxx.xx.xxx.xxx.xxx.xxxxxxx.xxxx-xxxxxx.xx	Xxxxxxxx		29/10/2023	verified	Alto
	11	XXX.XXX.XXX.XX	xxxxx-xx-xx.xxxxxxxx.xxx	Xxxxxxxx		29/10/2023	verified	Alto


TTP - Tactics, Techniques, Procedures (20)
Tactics, techniques, and procedures summarize the suspected MITRE ATT&CK techniques used. This data is unique as it uses our predictive model for actor profiling.
	ID	Technique	Vulnerabilidades	Tipo de acesso	Tipo	Aceitação
	1	T1006	CWE-22, CWE-425	Path Traversal	predictive	Alto
	2	T1055	CWE-74	Injection	predictive	Alto
	3	T1059	CWE-88, CWE-94	Argument Injection	predictive	Alto
	4	T1059.007	CWE-79, CWE-80	Cross Site Scripting	predictive	Alto
	5	TXXXX	CWE-XXX, CWE-XXX, CWE-XXX	Xxxxxxxxx Xxxx Xxxxxxxxxxx Xxxxxxxxxx	predictive	Alto
	6	TXXXX.XXX	CWE-XXX, CWE-XXX	Xxxx-xxxxx Xxxxxxxxxxx	predictive	Alto
	7	TXXXX	CWE-XX, CWE-XX	Xxxxxxx Xxxxx Xx Xxxxxxxxxx Xxxxxxxxxx Xxxxxxxxx	predictive	Alto
	8	TXXXX.XXX	CWE-XXX	Xxxx Xxxxxxxx	predictive	Alto
	9	TXXXX	CWE-XXX	7xx Xxxxxxxx Xxxxxxxx	predictive	Alto
	10	TXXXX	CWE-XXX, CWE-XXX	Xxxxxxxxxx Xxxxxx	predictive	Alto
	11	TXXXX	CWE-XX	Xxx Xxxxxxxxx	predictive	Alto
	12	TXXXX	CWE-XXX, CWE-XXX, CWE-XXX	Xxxxxxxxxxx Xxxxxxxxxx	predictive	Alto
	13	TXXXX	CWE-XXX, CWE-XXX	Xxxxxxxxx Xxxxxxx Xx Xxxxxxxxx Xxxxxxxxxxx	predictive	Alto
	14	TXXXX.XXX	CWE-XXX	Xxxxxxx Xxxxxxxxxx Xxx Xxxxxxxx Xxxxxxx Xx Xx-xxxx Xxxxxx Xxxxxxxx	predictive	Alto
	15	TXXXX	CWE-XXX, CWE-XXX	Xxxxxxxxx Xxxxxx Xxxx	predictive	Alto
	16	TXXXX.XXX	CWE-XXX	Xxxxxxxx Xxxxxx Xxxx	predictive	Alto
	17	TXXXX	CWE-XXX, CWE-XXX	Xxxxxxxxxx Xx Xxxxxxx Xxxxx Xxxxxxx Xxxxxxxxx Xxxxxxxxxxx	predictive	Alto
	18	TXXXX	CWE-XXX, CWE-XXX	Xxxxxxxxxxxxx Xxxxxx	predictive	Alto
	19	TXXXX.XXX	CWE-XXX	Xxx Xxxxxxxxxx Xxxxx	predictive	Alto
	20	TXXXX.XXX	CWE-XXX	Xxxxxxxxxx Xxxxxxxxxxxxxx Xx Xxxxxxxx Xxxx Xxxxxxxxx	predictive	Alto


IOA - Indicator of Attack (273)
These indicators of attack list the potential fragments used for technical activities like reconnaissance, exploitation, privilege escalation, and exfiltration. This data is unique as it uses our predictive model for actor profiling.
	ID	Classe	Indicator	Tipo	Aceitação
	1	File	%APPDATA%	predictive	Médio
	2	File	%PROGRAMFILES(X86)%\Teradici\PCoIP.exe	predictive	Alto
	3	File	/.dbus-keyrings	predictive	Alto
	4	File	/admin/?page=product/manage_product&id=2	predictive	Alto
	5	File	/admin/admin.php	predictive	Alto
	6	File	/admin/assign/assign.php	predictive	Alto
	7	File	/admin/content/index	predictive	Alto
	8	File	/admin/group/list/	predictive	Alto
	9	File	/admin/inventory/manage_stock.php	predictive	Alto
	10	File	/admin/offenses/view_details.php	predictive	Alto
	11	File	/admin/product/manage.php	predictive	Alto
	12	File	/admin/products/manage_product.php	predictive	Alto
	13	File	/admin/transactions/track_shipment.php	predictive	Alto
	14	File	/admin/user/UserAdmin.do	predictive	Alto
	15	File	/app/sys1.php	predictive	Alto
	16	File	/cgi-bin/kerbynet	predictive	Alto
	17	File	/config/getuser	predictive	Alto
	18	File	/dayrui/My/Config/Install.txt	predictive	Alto
	19	File	/Duty/AjaxHandle/UploadHandler.ashx	predictive	Alto
	20	File	/getcfg.php	predictive	Médio
	21	File	/horde/util/go.php	predictive	Alto
	22	File	/img/main.cgi	predictive	Alto
	23	File	/index.asp	predictive	Médio
	24	File	/mnotice.php?id=2	predictive	Alto
	25	File	/opt/lighttpd/web/cgi/	predictive	Alto
	26	File	/owa/auth/logon.aspx	predictive	Alto
	27	File	/php-fusion/infusions/shoutbox_panel/shoutbox_archive.php	predictive	Alto
	28	File	/php-opos/index.php	predictive	Alto
	29	File	/sqlitemanager/main.php?dbsel=-1%20or%2072%20=%2072	predictive	Alto
	30	File	/subpage.php	predictive	Médio
	31	File	/SysManage/AddUpdateSites.aspx	predictive	Alto
	32	File	/xxxxxxx/	predictive	Médio
	33	File	/xxxx/xxxxxx/xxxxxx	predictive	Alto
	34	File	/xxxxxxxxxxxxx.xxxx	predictive	Alto
	35	File	/xx-xxxxx/xxxxx-xxxx.xxx	predictive	Alto
	36	File	/xx/xxxxx.xxx	predictive	Alto
	37	File	xxxxxxxxxxxxxxx.xxx.xxx	predictive	Alto
	38	File	xxx-xxxxxx-xxxxxx.xxx	predictive	Alto
	39	File	xxxxx/xxxxxx_xxxxxx_xxxxxxx/xxxxx-xxx-xxxxx.xxx	predictive	Alto
	40	File	xxxxx/xxxxx.xxx	predictive	Alto
	41	File	xxxxx/xxxxx-xxxx.xxx	predictive	Alto
	42	File	xxxxx_xxxxx.xxx	predictive	Alto
	43	File	xxxx.xxx	predictive	Médio
	44	File	xxx/xxxxxxxxxxx/xxxxxxxx/xxxxxxxxxxxxxx.xxx	predictive	Alto
	45	File	xxx/xxxxxxx.xxx	predictive	Alto
	46	File	xxxxxxxxxxx/xxxxxx/xxxxxxx_xxxxx.xxx	predictive	Alto
	47	File	xxxxxx.xxx	predictive	Médio
	48	File	xxx:.xxx	predictive	Médio
	49	File	xxxxxxxxxxxx-xxxx.xxx	predictive	Alto
	50	File	xxxx.xxx	predictive	Médio
	51	File	xxxxxx_xxxxxx.xxx	predictive	Alto
	52	File	x:\xxxxxxx xxxxx (xxx)\xxxxxxxxxxx\xxx-xxx\xxx_xxxxxx.xxx	predictive	Alto
	53	File	xxxxxx/xxxxx/xxxxx.xxx	predictive	Alto
	54	File	xx/xx	predictive	Baixo
	55	File	xxx-xxx/xxxxx_xxxx.xxx?xxxxxx=xxxxxxx	predictive	Alto
	56	File	xxxxxx.xxx	predictive	Médio
	57	File	xxxxx.xxx	predictive	Médio
	58	File	xxxx_xxxxxxxxx.xxx	predictive	Alto
	59	File	xxxxxxxxx.xxx	predictive	Alto
	60	File	xxxxxx/x.x	predictive	Médio
	61	File	xxx.xxx	predictive	Baixo
	62	File	xxxx/xx-xxxxxxx.xxx	predictive	Alto
	63	File	xxxxxx.xxx	predictive	Médio
	64	File	xxxxx.xxx	predictive	Médio
	65	File	xxxxxxx.xxxx	predictive	Médio
	66	File	xxxx_xxxxxxxx.xxx	predictive	Alto
	67	File	xxxxxxx/xxxx-xxxxx-xxxxxx.xxx	predictive	Alto
	68	File	xxxxxxx/xxxx-xxxxx-xxxxxx.xxx?xxxxxx=x	predictive	Alto
	69	File	xxxxxxxx/xxxxxxxx_xxxxxxxx/xxxxxxxx	predictive	Alto
	70	File	xxx/xxxxxxxx/xxxx_xxxxx_xxxxxxx.x	predictive	Alto
	71	File	xxxxxxxxxxxxx.xxx	predictive	Alto
	72	File	xxxxxxx.xxx	predictive	Médio
	73	File	xxxxxxxxx/xx/xxxxxxxxxxxx.xxx	predictive	Alto
	74	File	xx/xxxxxx/xxxxx.x	predictive	Alto
	75	File	xx/xxxx.x	predictive	Médio
	76	File	xxxxx.xxx	predictive	Médio
	77	File	xxxxxxxxxxx/xxxxxxx/xxxxxxxxxxxxxxxxxx	predictive	Alto
	78	File	xxxx.x	predictive	Baixo
	79	File	xx_xxxx.xxx	predictive	Médio
	80	File	xxxxxx.xxx	predictive	Médio
	81	File	xxx/xxxxxxxxx-xxx	predictive	Alto
	82	File	xxx/xxxxxxxx.xxx	predictive	Alto
	83	File	xxx/xxxxxx.xxx	predictive	Alto
	84	File	xxxxx.xxx	predictive	Médio
	85	File	xxxxx.xxx?x=xxxxxx-xxxxxx-xxxx-xxxxxx	predictive	Alto
	86	File	xxxxxx-xxxxx-xxxxxx.xxx	predictive	Alto
	87	File	xxxxxxx.xxx	predictive	Médio
	88	File	xxxxxxxxx/xxxxxxx_xxxx/xxxxxx.xxx	predictive	Alto
	89	File	xxxxxxxxx/xxxxx/xxxxxx_xxxx_xxxxx.xxx	predictive	Alto
	90	File	xxxxxxxx/xxxxxxxx_xxxxxxx_xxxxxx/xxxxx.xxx	predictive	Alto
	91	File	xxxxx/xxxxxxxx/xxxxxxxxxxxx/xxxxxxxxxxxx	predictive	Alto
	92	File	xxxx_xxxx.xxx	predictive	Alto
	93	File	xxxxxx/xxxxx.x	predictive	Alto
	94	File	xxxxxxxxxx/xxxxxxxxxxxxx.x	predictive	Alto
	95	File	xxxxxxxxx/xxxxxxx/xxxxxx/xxxxxxxxxx.xxx	predictive	Alto
	96	File	xxxxxxx/xxxxx/xx/xxxxxx/xxxxx.xxxxx.xxx	predictive	Alto
	97	File	xxx.xxx	predictive	Baixo
	98	File	xxxxxxxxxx.xxx	predictive	Alto
	99	File	xxxxx.xxx	predictive	Médio
	100	File	xxxxx/xxxxxxx/xxxxx.xxxxxxxxxxx.xxx	predictive	Alto
	101	File	xxxxxx_xxxxxxxx.xxxxxxxxx	predictive	Alto
	102	File	xxxx.xxx	predictive	Médio
	103	File	xxxx_xxxxxxxx.xxx	predictive	Alto
	104	File	xxxxxxx/xxxxxxx/xxxxxx_xxxxxxxx.xxxxxxx.xxx	predictive	Alto
	105	File	xxx.xxx	predictive	Baixo
	106	File	xxxxxxxxxxx.xxx	predictive	Alto
	107	File	xxxx/xxxxx.xxx	predictive	Alto
	108	File	xxxxx.xxx	predictive	Médio
	109	File	xxx/xxxxxx.x	predictive	Médio
	110	File	xxxxxxxxxxxxxx.xxxxx	predictive	Alto
	111	File	xxxx-xxxx_xxxxxxx.xx	predictive	Alto
	112	File	xxxxxxxx.xxx	predictive	Médio
	113	File	x=xxxxxxx	predictive	Médio
	114	File	xxxx.xxx	predictive	Médio
	115	File	xxxxxxx.x	predictive	Médio
	116	File	xxxxxxxxx_xxxxx.xxx	predictive	Alto
	117	File	xxxxxxx/xxxxxxxxx.xxx	predictive	Alto
	118	File	xxxxxxx/xxxxxxxxxxxxxxxx/xxxxxxxxx/xxxxxxxx.xxxx	predictive	Alto
	119	File	xxxxx.xxx	predictive	Médio
	120	File	xxxxx_xxxxxx.xxx	predictive	Alto
	121	File	xxxxxxx.xxx	predictive	Médio
	122	File	xxxx.xxx	predictive	Médio
	123	File	xxxxxxx/xxxx.xxx	predictive	Alto
	124	File	xxxxxxxxxx.xxx	predictive	Alto
	125	File	xxxxx_xxxxx.xxx	predictive	Alto
	126	File	xx.xxx	predictive	Baixo
	127	File	xxxxxxxx.xxx	predictive	Médio
	128	File	xxxxxxxxxx.xxx	predictive	Alto
	129	File	xxxxx-xxxxxx-xx.xxx	predictive	Alto
	130	File	xxxx_xxxxx.xxx	predictive	Alto
	131	File	xxxxxx_xxxx.xxx	predictive	Alto
	132	File	xxxxxxxxxxxxx.xxx	predictive	Alto
	133	File	xxxx.xxx	predictive	Médio
	134	File	xxxxxxxxx.xxx	predictive	Alto
	135	File	xxxx_xxxxxxx_xxxxxxxx.xxx	predictive	Alto
	136	File	xxxxxxxxxxx.xxx	predictive	Alto
	137	File	xxxxxx.xxx	predictive	Médio
	138	File	xxxxxx/xxxxxxxxx/	predictive	Alto
	139	File	xxxxxx-xxxx/xxx/xxxx/xxxx/xxx/xxxxxx/xxxxxxxxxxxx.xxxx	predictive	Alto
	140	File	xxxxxxx.xxx.xx/xxxxxx/xxxxxxxxxxxxxxx.xxxxxxx.xxxxxx	predictive	Alto
	141	File	xxxx.xxxx	predictive	Médio
	142	File	xxxx/xxxxxxxxxxxx.xxx	predictive	Alto
	143	File	xxxxxxxxx.xxx	predictive	Alto
	144	File	xxxxxxxx.xxx	predictive	Médio
	145	File	xxxxxxxxx.xxx	predictive	Alto
	146	File	xxxxx.xxx	predictive	Médio
	147	File	xxxxxxx_xx/xx_xxxx.x	predictive	Alto
	148	File	xx-xxxxxxxx/xxxxx-xx-xxxxx.xxx	predictive	Alto
	149	File	xx-xxxxxxxx/xxxxxxxxx.xxx	predictive	Alto
	150	File	xx-xxxxxxxx/xxxx.xxx	predictive	Alto
	151	File	xxxxxxxx/xxxxx.xxx	predictive	Alto
	152	File	\xxxxxxxx\xxxxxx_xxxxxxxx.xxx	predictive	Alto
	153	File	~/xxxxxxxx/xxxxxxxx.xxx	predictive	Alto
	154	Library	xxx-xxx/xxxxxxxx.xxx	predictive	Alto
	155	Library	xxxxxxxx.xxx	predictive	Médio
	156	Library	xxxxx.xxx	predictive	Médio
	157	Library	xxxxxx.xxx	predictive	Médio
	158	Library	xxx.xxx	predictive	Baixo
	159	Library	xxxxxxx.xxx	predictive	Médio
	160	Library	xxxxxx.xxx	predictive	Médio
	161	Library	xxx/xxxx_xxxxxx/xxxxx.xx	predictive	Alto
	162	Library	xxx/xxxxxx/xxxxxxx/xxxxx.xx	predictive	Alto
	163	Library	xxxx.xxx/xxxxxx.xxx	predictive	Alto
	164	Library	xxxxxxxx.x	predictive	Médio
	165	Library	xxxx.xxx	predictive	Médio
	166	Library	xxxxxxxxxxxx.xxx	predictive	Alto
	167	Library	xxxxxxx.xxx/xxxxxx.xxx	predictive	Alto
	168	Library	_xxx/xxxxx.xxxxxxxxxxxxxx.xxx	predictive	Alto
	169	Argument	$xxxxxx	predictive	Baixo
	170	Argument	$xxx_xxxxxxxx	predictive	Alto
	171	Argument	$_xxxxxx['xxxxx_xxxxxx']	predictive	Alto
	172	Argument	xxx	predictive	Baixo
	173	Argument	xxx_xxxxxxx	predictive	Médio
	174	Argument	xxxxxxxx	predictive	Médio
	175	Argument	xxxx_xxx	predictive	Médio
	176	Argument	xxx	predictive	Baixo
	177	Argument	xxxxxxxxxx	predictive	Médio
	178	Argument	xxxxxxxxxx	predictive	Médio
	179	Argument	xxx_xx	predictive	Baixo
	180	Argument	xxxx	predictive	Baixo
	181	Argument	xxxxxxx_xxxxx_xx	predictive	Alto
	182	Argument	xxx	predictive	Baixo
	183	Argument	xxxx	predictive	Baixo
	184	Argument	xxxx_xx	predictive	Baixo
	185	Argument	xxx_xxxxxx	predictive	Médio
	186	Argument	xxxxxxx	predictive	Baixo
	187	Argument	xxxxxxx_xx	predictive	Médio
	188	Argument	xxxxxxxx	predictive	Médio
	189	Argument	xxxxxxxxxx	predictive	Médio
	190	Argument	xxxxxxxxxxx	predictive	Médio
	191	Argument	xxx	predictive	Baixo
	192	Argument	xxx	predictive	Baixo
	193	Argument	xxxxxx	predictive	Baixo
	194	Argument	xxxxxxxxxxxx	predictive	Médio
	195	Argument	xxxx/xxxx/xxxxxxxxx	predictive	Alto
	196	Argument	xxxx-xxxxx-xxx	predictive	Alto
	197	Argument	xxxx	predictive	Baixo
	198	Argument	xxxxxxxx	predictive	Médio
	199	Argument	xxxxxx	predictive	Baixo
	200	Argument	xxxxxxxx	predictive	Médio
	201	Argument	xxxxx	predictive	Baixo
	202	Argument	xxxxxxx	predictive	Baixo
	203	Argument	xxxx/xx	predictive	Baixo
	204	Argument	xxxx_xxxxxxx	predictive	Médio
	205	Argument	x_xx	predictive	Baixo
	206	Argument	xx	predictive	Baixo
	207	Argument	xx	predictive	Baixo
	208	Argument	xxxxxxxx	predictive	Médio
	209	Argument	xxxxxx	predictive	Baixo
	210	Argument	xx_xxxx	predictive	Baixo
	211	Argument	xxxxxxxxxxx	predictive	Médio
	212	Argument	xxxx_xx	predictive	Baixo
	213	Argument	xxx_xx	predictive	Baixo
	214	Argument	xxxxxxx	predictive	Baixo
	215	Argument	xxx	predictive	Baixo
	216	Argument	xxxxxxx_xxxxx_xxxxxx	predictive	Alto
	217	Argument	xxxxx	predictive	Baixo
	218	Argument	xx_xxxxxx	predictive	Médio
	219	Argument	xxxxxx xxxx	predictive	Médio
	220	Argument	xxxxxxx	predictive	Baixo
	221	Argument	xxxxxxx	predictive	Baixo
	222	Argument	xxxxx	predictive	Baixo
	223	Argument	xxxxxxxxxx	predictive	Médio
	224	Argument	xxxxxxxxxxxxxxx/xxxx_xxxx	predictive	Alto
	225	Argument	xxxx_xxxx	predictive	Médio
	226	Argument	xxxxxx	predictive	Baixo
	227	Argument	xxxxx	predictive	Baixo
	228	Argument	xxxx	predictive	Baixo
	229	Argument	xxxx_xxxx_xxxxx	predictive	Alto
	230	Argument	xxxx=	predictive	Baixo
	231	Argument	xxxxxxx xxxx	predictive	Médio
	232	Argument	xxxxxxx	predictive	Baixo
	233	Argument	xxxxxxx_xx/xxxx_xx	predictive	Alto
	234	Argument	xxxxxxxx	predictive	Médio
	235	Argument	xxxxxxx	predictive	Baixo
	236	Argument	xx_xxxxxxx	predictive	Médio
	237	Argument	xxxx	predictive	Baixo
	238	Argument	xxxxx	predictive	Baixo
	239	Argument	xxxxxx_xxxxxx	predictive	Alto
	240	Argument	xxxxxxx	predictive	Baixo
	241	Argument	xxxxxxxx	predictive	Médio
	242	Argument	xxx_xxx	predictive	Baixo
	243	Argument	xxxxxx	predictive	Baixo
	244	Argument	xxx	predictive	Baixo
	245	Argument	xxxxxxxxxxxxxxxxxx	predictive	Alto
	246	Argument	x:xxxxxxxx	predictive	Médio
	247	Argument	xxxxxxxxxxx	predictive	Médio
	248	Argument	xxxxxx	predictive	Baixo
	249	Argument	xxxxx_xx	predictive	Médio
	250	Argument	xxxx	predictive	Baixo
	251	Argument	xxxxx/xxxx	predictive	Médio
	252	Argument	xxx	predictive	Baixo
	253	Argument	xxxxxxxx	predictive	Médio
	254	Argument	xxxxxxxx	predictive	Médio
	255	Argument	xxxxxxxx/xxxxxxxx	predictive	Alto
	256	Argument	xxxxxxxx/xxxxxxxx	predictive	Alto
	257	Argument	x-xxxxxxxxx-xxxxxx	predictive	Alto
	258	Argument	_xxxxxxx	predictive	Médio
	259	Input Value	");'> <xxxxxx>xxxxx(xxxxxxxx.xxxxxx)</xxxxxx>	predictive	Alto
	260	Input Value	..	predictive	Baixo
	261	Input Value	../../xxxxxxx.xxx	predictive	Alto
	262	Input Value	<xxxxxx>xxxxx(x)</xxxxxx>	predictive	Alto
	263	Input Value	=xx' xxx xxxx=xxxx xxx 'xxxx'='xxxx	predictive	Alto
	264	Input Value	xxxx -x xxxxxxxx=xxxxxx.xxxxxxx xxxx://xxx.xxx.x.x/xxxxxx.xxx	predictive	Alto
	265	Input Value	xx	predictive	Baixo
	266	Input Value	x!x@x#x$x%x	predictive	Médio
	267	Pattern	x|xx|x|xx|x|xx|x|xx|x|xx|x|xx|x|xx|x|xx|.|xx|x|xx|x|xx|x|xx|x|xx|x|xx|x|xx|x|xx|x|xx|	predictive	Alto
	268	Pattern	|xx|xx|xx|	predictive	Médio
	269	Network Port	xxxx	predictive	Baixo
	270	Network Port	xxxxx xxx-xxx, xxx	predictive	Alto
	271	Network Port	xxx/xx (xxx)	predictive	Médio
	272	Network Port	xxx/xxxx	predictive	Médio
	273	Network Port	xxx xxxxxx xxxx	predictive	Alto


Referências (3)
The following list contains external sources which discuss the actor and the associated activities:
	https://exchange.xforce.ibmcloud.com/report/details/guid:5bd8407bb568ed73c047a9cc56567632
	xxxxx://xxxxxx.xxx/xxxxx/xxxxx_xxxxxx_xxxxxxxxxxxx/xxxx/xxxx/xxxxxx/xxxxxxxx
	xxxxx://xxx.xxxxxx.xxx/x/xxxxxxxxxxx/xxxxxxxx/xxxxxxx/xxxxxxxxxx_xxxxxxxx_xxxxxxxx_xxx_xxxxxxxxx/
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